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e Nejprve je potreba v Azure zaregistrovat aplikaci Ealnfoport. To se provadi v servise ,App
registration”.
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e tlacitkem ,New registration”
e V ramci registrace je v tuto chvili potfeba vyplnit jen ,Name* (napfiklad ,Infoport”) a
registraci dokoncit tlacitkem , Register”.
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Register an application

(R L TR RIS

The user-facing display name for this application (this can be changed later).

Infoport

Supported account types

Who can use this application or access this API?
Accounts in this organizational directory only (Default Directory only - Single tenant)
() Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

() Personal Microsoft accounts only

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from

e Jako potvrzeni se zobrazi zakladni informace o registrované aplikaci.
e Zde je nejdllezitéjsi informace ,,Application (client) ID“. Tento udaj budeme v
konfiguracnim manazeru Infoportu zadavat do polozky ,,Client ID“ (viz. pozdéji).
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e Pokud se nyni vratime do seznamu zaregistrovanych aplikaci uvidime , Infoport” mezi nimi
(nékdy je potreba pouzit tlacitko ,Refresh”).

e Je zde také vidét , Application (client) ID“ coby primarni identifikator aplikace, ktery se na
rozdil od Name nedd po registraci zménit.

App registrations

New registration Endpoints % Troubleshoot Refresh Download Preview features

All applications Owned applications  Del pplications Applications from pe
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e Nyni budeme pokracovat v konfiguraci zaregistrované aplikace Infoport tim, ze se
proklikneme (skrz jméno Infoport) do detailu.
e Zde v menu vybereme ,Manage” a nasledné , Authentication®.

Overview
4 Quickstart Platform configurations

Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.
Diagnose and solve problems

S "ELELT Add a platform

i Branding & properties

Authentication Supported account types

Certificates & secrets Who can use this application or access this API?
Token configuration Accounts in this organizational directory only (Default Directory only - Single tenant)
! Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

AP| permissions

Expose an API

i App roles

e Jako prvni pridame tlacitkem ,,Add aplatform” platformu aplikace Infoport a to tak, Ze z
nabidky vybereme ,,Web*“.
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Web applications
Got feedback?

FE— - - -
Web www Single-page application

Platform co nfigurations Build, host, and deploy a web server Configure browser client applications
application. .NET, Java, Python and progressive web applications.

Depending on the platform or device this apj Javascript.

redirect URIs, specific authentication settings, or

Add a platform

Mobile and desktop applications

Supported account es
PP typ m.-%s i0S / macOS Android

Who can use this application or access this API? Objective-C, Swift, Xamarin Java, Kotlin, Xamarin

Accounts in this organizational directory on

'.:"___"'ﬁ' Accounts in any organizational directory (A1

Mobile and desktop
applications
Advanced settlngs Windows, UWP, Console, loT &
Limited-entry Devices, Classic iOS +
Allow public client flows Android

Enable the following mobile and desktop flows:

* App collects plaintext password (Resourci
* No keyboard (Device Code Flow)

e Azure si nasledné vyzada vyplnit informace o dvou URL.

e Prvni z nich ,Redirect URIs" je url aplikace Infoport, kam bude uzivatel po prihlaseni
v EntralD presmérovan.

e Vyplnte URI slozeny z adresy serveru (na kterém mame spustény Infoport - v ukazce je to
»http://localhost”) a fixni cesty ,,/signin-oidc".

e Druhy je ,Front-channel logout URL" a je to url aplikace Infoport, ktera bude zavolana
poté, co se uzivatel odhlasuje pomoci single sign-out.

e Zde vyplnte url slozenou z adresy serveru (pozor: zde musi byt pouzit protokol https) a
fixni cesty ,,/Account/Logout*

e Velmi dllezité je zaskrtnuti volby , ID tokens (used for implicit and hybrid flows)*, ktera
vybira, jaky typ tokenu bude po Uspésné autentizaci v EntralD zaslan programu Infoport.

e Konfiguraci potvrdime tlacitkem ,,Configure”.
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Configure Web

Redirect URIs

The URls we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. The redirect URI you send in the
request to the login server should match one listed here. Also referred to as reply URLs.

http://localhost/signin-oidc

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is
required for single sign-out to work correctly.

https://localhost/Account/Logout

Implicit grant and hybrid flows

Request a token directly from the authornzation endpoint. If the application has a single-page
architecture (SPA) and doesn't use the authornization code flow, or if it invokes a web APl via
JavaScript, select both access tokens and |D tokens. For ASP.NET Core web apps and other
web apps that use hybrid authentication, select only ID tokens.

Select the tokens you would like to be issued by the authorization endpoint:

| | Access tokens (used for implicit flows)

1D tokens (used for implicit and hybrid flows)

e Nasleduje nastaveni , Certificates & secrets”.
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e Pomoci tlacitka ,New client secrets” priddme novy "client secret" s pozadovanou expiraci.
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Add a client secret

Description infoport

Expires Recommended: 180 days (6 months)

Pozor: hodnota je pro zkopirovani k dispozici (ve sloupecku Value) pouze bezprostredné po
vytvoreni Client Secret. Pokud si ji hned nezkopirujeme, je nutné zalozit novy Client secret. Tento
udaj budeme v konfiguracnim manazeru Infoportu zadavat do polozky ,,Client Secret” (

viz. pozdéji).
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Endpoints

Na zaloZce Endpoints jsou ke zkopirovani pripraveny dvé url, které budeme potrebovat v
konfiguracnim manazeru Infoportu.

Prvni z nich je ,Authority URL (Accounts in this organizational directory only)” a vypada napriklad

takto: https://login.microsoftonline.com/ed95c298-30af-448b-be31-512431cb9c00.

Url serveru byva stejné, za lomitkem je ,Directory (tenant) ID” zaregistrované aplikace. Tuto
hodnotu budeme v konfiguracnim manazeru Infoportu vyplfiovat do polozky , Server Realm*.

H Infoport

Delete Endpoints Preview features

» Overview
Essentials
& Quickstart

# Integration assistant

1c0f73b9-9f6e-4806-843d-1c6ald54c48c

A Diagnose and solve problems

»~ Manage

& Branding & properties 265a3645—4?0f-4eef-301T—25c4cdfc25ac
. i irectory (tenant D
Authentication ed95c298-30af-448b-be31-512431cb9c00

¥ Certificates & secrets

1.1 Token configuration

Tou druhou je ,OpenID Connect metadata document”, vypada napriklad takto : ,,
https://login.microsoftonline.com/ed95c298-30af-448b-be31-512431cb9c00/v2.0/.well-

known/openid-configuration” s tim, cesta zacina opét hodnotou ,Directory (tenant) ID“ a sufix byva
.Iv2.0/.well-known/openid-configuration®.

Tato informace se v Infoportu bude vkladat do polozky ,,Metadata“.
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Endpoints

Authaority URL {Accounts in this organizational directory only)
https://login.microsoftonline.com/ed95c298-30af-448b-be31-512431cb9c00

Authority URL {Accounts in any organizational directory)

https://login.microsoftonline.com/erganizations

Authority URL {Accounts in any organizational directory and personal Microsoft accounts)

https://login.microsoftonline.com/common

Authority URL (Personal Microsoft accounts only)

https://login.microsoftonline.com/consumers

OAwuth 2.0 authorization endpoint (v2)
https://login.micresoftonline.com/ed95:298-30af-448b-be31-512431cb9c00/oauth2 /v2 0/fauthorize

OAwth 2.0 token endpoint (v2)
https://login.microsoftonline.com/ed95c298-30af-448b-be31-512431cb9c00/0auth2 /v2.0/token

Otwth 2.0 authorization endpoint (v1)
https://login.microsoftonline.com/ed95c298-30af-448b-be31-512431cb9c00/0auth2 /authorize

Oauth 2.0 token endpoint (w1)
https://login.micresoftonline.com/ed95c298-30af-448b-be31-512431cb9c00/0auth2 ftoken

SAML-P sign-on endpoint
https://login.micresoftonline.com/ed95c298-30af-448b-be31-512431cb9c00/saml2

SAML-P sign-out endpoint
https://login.microsoftonline.com/ed95c298-30af-448b-be31-512431cb9c00/saml2

W5-Federation sign-on endpaint
https://legin.micresoftonline.com/ed95c298-30af-448b-be31-512431cb9c00/wsfed

Federation metadata document

https://login.microsoftonline.com/ed95c298-30af-448b-be31-512431cb9c00/federationmetadata/2007-06/federationmetadata.xml

OpenlD Connect metadata document
https://login.microsoftonline.com/ed95c298-30af-448b-be31-512431cb9c00/v2.0/ well-known/openid-configuration

Microsoft Graph APl endpoint
https://graph.microsoft.com

Proklik do konfigurace OpenlID v Infoportu.
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